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Copyright Notice

This document may not be reproduced in full, in part or in any form, without prior written
permission of Naurtech Corporation.

Naurtech Corporation makes no warranties with respect to the contents of this document and
specifically disclaims any implied warranties of merchantability or fithess for any particular
purpose. Further, Naurtech Corporation, reserves the right to revise this publication and to make
changes to it from time to time without any obligation to notify any person or organization of such
revision or changes.

Trademarks
CETerm®, CE3270E, CE5250E, CEVT220E are trademarks of

Other product names mentioned in this manual may be trademarks or registered trademarks of
their respective companies and are hereby acknowledged.

Software Version

This user's manual is for version 5.7.x of Naurtech CETerm Industrial Web Browser and
Terminal Emulation (TE) application. This manual also applies to CEVT220, CE5250 and
CE3270 products.
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Preface

All of us at Naurtech Corporation constantly strive to deliver the highest quality products and
services to our customers. We are always looking for ways to improve our solutions. If you have
any comments or suggestions, please direct these to:

Naurtech Corporation
e-mail: support@naurtech.com
Phone: +1 (425) 837.0800

Assumptions

This manual assumes you have working knowledge of:

Microsoft Windows user interface metaphor and terminology

Stylus based touch screen navigation terminology

Basic knowledge of concepts and terms for computer networking

Basic operations and requirements of the host telnet server or web applications you want
to access using the Naurtech Web Browser and Terminal Emulation application.

Basic Web Browser terminology

Basic programming and scripting concepts

E ]

= =4

Conventions used in this Manual

This manual uses the following typographical conventions:

I User actions and interactions with the application are in bold, as in
[Session] [Configure]

1 Precautionary notes or tips are presented as follows

Tip: Text associated with a specific tip

i F represents new version specific information

1 Text associated with configuration examples and samples is presented as follows

[*alert*/
OS.Alert(  "Script done.");
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Additional Documentation

This userds manual covers details for installation ar
Browser and Terminal Emulation Application. Please refer to the CETerm Scripting Guide and

the Naurtech Web Browser Programming Guide for details about programming and enhancing

CETerm. Both these documents may be downl oaded from t
www.naurtech.com.

Online Support Wiki

Although we strive to keep this manual up to date, you may find our online Support Wiki useful for
the latest features, enhancements, best practices, sample scripts, and troubleshooting tips. You
can access the Support Wiki from our website:

www.haurtech.com 2 Support 2 Support Wiki
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Introduction

Naurtech's CETerm is a combined Industrial Web Browser and Terminal Emulation application.
CETerm provides mobile access to industrial and line-of-business applications running on web
servers, workstations, and mainframes.

The CETerm web browser can work with your web applications whether they are running on a
back-office PC or served from a state-of-the-art cloud architecture. The CETerm terminal
emulation can access IBM3270, AS/400 (5250), Windows (VT) and Linux (VT) telnet and SSH
servers. Also, CETerm can simultaneously run five independent sessions connecting to web or
telnet servers. Mixed sessions allow a smooth migration from legacy telnet systems to newer
web applications.

CETerm is available for most industrial mobile terminals running Windows CE, Windows Mobile,
or Windows Embedded platforms. For some mobile terminals we offer single-emulation products
(CE3270, CE5250, and CEVT220) which include the Industrial Web Browser and one type of
emulation.

WebBrowser VT100/220 5250 3270
CETerm a a a a
CEVT220 a a
CE5250 a a
CE3270 a a
iDewtiaxiel oredo CETerm is available for most terminal n

versions can use and control the peripherals available on the mobile terminal, such as barcode
scanners, imager scanners, RFID readers, magnetic stripe readers and Bluetooth printers.

Single emulation products are only provided for a few terminal models. If you were using one of
our single emulation products for your terminal in the past, we now recommend CETerm as it is
available for all terminals.

This manual applies to all Naurtech Industrial Web Browser and Terminal Emulation products.
Throughout this manual, we refer to CETerm. Except for some emulation specific details, all
information provided also applies to our CE5250, CE3270, and CEVT220 products.

NOTE: The Web Browser Programming Guide discusses web extensions, HTML meta-
tags, and ActiveX controls etc. Please refer to this manual if you are implementing web-based
applications to be used with our Industrial Web Browser.

User 6 s fM&BTeranl| CE3270 | CE5250 | CEVT220 Page 8
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What 6s New I s version 5.7

Version 5.7 focuses on features and functionality which allow you to easily customize your
applications and integrate with the mobile terminal environment. Several new CETerm Scripting
objects have been added that provide this rich extension and customization environment. We
implement most new features via scripting to provide the greatest flexibility In addition, version
5.7 includes several small fixes and enhancements that have been added since the previous
major release. Here are some highlights of the new features and enhancements.

1 Signature Capture Object. CETerm now contains a signature capture object that can
create images of signatures or an array of coordinates for a compact representation. The
Signature Capture object is accessible via scripting and can be used by both web and
terminal emulation sessions. See the CETerm Scripting Manual for complete details.

1 Digital Clock Display. The current time and/or date can be displayed in any text format on
the screen. The clock display can also be used to display information to the user and can
be updated via scripting to provide alerts.

1 Extensive Additions to CETerm Scripting. Once again, most new features are
implemented within CETerm Scripting to provide the greatest flexibility. We 6 ve added new
Automation Objects and events to provide more access to the mobile terminal, its
peripherals and CETerm behaviors. As always, we use the industry standard JavaScript
|l anguage so you wonod6t waste time | earning a |imited
Please see the CETerm Scripting Guide for a full description of the available features.

1 New Scripting Automation Objects. Here is a list of the new automation objects in
CETerm scripting:
- Device.SignatureCapture - Signature Capture control.
- Device.SmartCard - Contactless SmartCard (CASIO)
- Device.GPS - Access and control GPS device.
- OS.SIP - Soft Input Panel control.
- OS.Network.ConnectionManager - Network connection control.
- CETerm.Session(i).Screen - New scrolling controls added.

1 Additional Web Browser Extensions. Our Industrial Web Browser has been fully featured
for years. Recent enhancements are mostly found through CETerm Scripting, but we have
added a page progress indicator (Windows CE only) and improved the browser loading
indicator. We have added the ability to clear cache elements and save the source (Windows
CE only). META key actions can now be accessed and changed from scripting. As
expected, you can access all CETerm Scripting objects directly from HTML pages to control
the mobile terminal, peripherals, and application behavior. It is truly the most robust platform
to build web based Data Collection applications. We continue to support legacy Symbol
Pocket Browser and Intermec IBrowse Meta tags as well. The Web Browser is available for
all Windows Mobile and Windows CE mobile terminals.

1 Installable Codepages for VT220. CETerm now supports the installation of single-byte and
double-byt e code pages for VT220 that are not availabl
Language Suppor madbilefethin®.) Thesercode hages can also be customized
for special applications.

1 IBM Emulation Enhancements. CETerm can now restrict the cursor movement on 5250
emulation to input fields only to eliminate input errors. Also, column separator characters can
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be hidden to reduce screen clutter. We have also added support for the TN3270E
(enhanced) protocol.

1 More Network Awareness Features. We continue to strengthen the network awareness of
CETerm. Now, fACheck Network Before Sendo Usisgtisupported
feature and Network Alerts for lost RF connectivity will virtually eliminate dropped sessions
without the added burden and expense of a middleware server. CETerm delivers a simpler
operating environment and the lowest cost of ownership.

1 Barcode Scanner Control Improvements. CETerm integrates the barcode scanner to
provide consistent and flexible scanning control. Most mobile terminals now support the full
release of the scanner when necessary to share the scanner with other applications. For
applications which do not integrate the scanner, CETer m can act as a fiscan we
deliver scanner input to those applications.

1 Additional Updates. In addition to dozens of other enhancements, we added support for
new mobile terminal models and current Windows CE versions from all major hardware
vendors.
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Feature Highlights & Benefits

Multiple host sessions

Supports up to FIVE simultaneous host sessions. Interactive, per-
session configuration settings are maintained. Users may connect
with any permutation of 3270, 5250, VT host or Web Browser
sessions.

Hotkeys and menu context are available to jump between these
sessions.

Industrial Web Browser

Many customers view Windows Mobile / Windows CE mobile
terminals as multi-purpose handheld devices, using which they
should not only access their legacy telnet host applications, but also
web based applications. The integrated Web Browser addresses
specialized data collection functionality requirements, such as key
remapping, device lockdown, RFID and scanner integration etc that
are not possible otherwise.

Scripting Workflow Automation Engine

CETerm includes a full JavaScript engine for both Terminal
Emulation and Browser sessions, which allows you to automate
and extend the behavior of your data collection application. You can
use pre-defined scripts and modify these to customize and your
everyday tasks. Several samples for common customization tasks
are provided in the Support wiki on our website.

Custom Keyboard mapping
Physical keys on the mobile terminal can be re-mapped to invoke
any application operation or host key action. Keys can be
remapped to:
f another key
Y anapplication operation
f a host specific key such
f a text string such as AMy i
T anull operation (to disable the key)
Full ScreenMode
You can hide the Start Bar, the Application menu and toolbars so
that the end user has no control to navigate away from the
application. In addition you also get two precious rows of screen
real estate as part of your terminal display area.

Simultaneously connect to
different hosts

Multiple Web Browser sessions

Maintain independent session
contexts

Easily switch between sessions

Web based applications

Multiple simultaneous Web
Browser sessions

Multi -purpose mobile terminal
applications

Migration path from green
screen to newer web based
applications

A rich, scriptable platform to
customize and automate
business tasks

Integrated control of scanner
and RFID reader allows to
differentiate your data collection
solutions

Remap any hardw are key to any
application operation

Works for both TE and Browser
sessions

Minimize user re -training

Additional rows for display area

Minimize product ion downtime
by preventing users from
changing device configuration
and application settings.

User 6 s fM&BTersnl| CE3270 | CE5250 | CEVT220
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Device Lockdown / Access Control

Device Lockdown allows administrators to prevent users from

exiting CETerm. You can hide the Windo
bar and also the application menu and tool bars so that the whole
device screen is occupied by the CETerm application display.
Admi nistrators can fAlock outo uy
to prevent users from being able to change the application and

device configurations. This also prevents users from running any 1
other application on the mobile terminal. The device may be

configured to automatically boot into our application and auto-

connect to the host.

Indicators

Visual Indicators for network RF signal, device battery strength,
keyboardstat e, di gi t al (date and tim
l oadingdo ani mation can be confi
control these indicators for your Terminal Emulation and Web
Browser sessions. You can also configure to receive notification if
the RF signal or battery strength falls below a certain threshold. The
same information may also be displayed as a Keybar button.

1

Internationalization: Code Pages

All popular Western European languages are supported to display
and input language specific special characters. Single byte
language code pages are provided. Examples of supported code
pages are Swedish, French, German, Italian, Spanish, and Finnish
etc. Additional languages, which are represented by single byte
code pages, such as Thai, Cyrillic, Greek and Turkish are also
supported.

Multi-Byte Character set: Asia Pacific language support
Support for multi-byte character set (MBCS) languages, such as

Chinese (Traditional and Simplified), Japanese, Korean, Thai etc, is 1

provided only for VT emulation. VT emulations also support the
UTF-8 encoding and Single Byte Character Set (SBCS) encoding to
support other languages such as Greek and Hebrew. Equivalent
support for IBM emulations is not available yet.

1

Provides administrators the
ability to lock down the
terminal so users cannot
navigate away from core
business processes

mobile

Minimizes support costs

Simplifies business application
workflow

Visual Indicators are available in
full screen locked  down
configuration. This allows more
screen real estate for the host
application display area.

Alert notifications if Indicator
strength falls below a configured
threshold

Support for international
customers

Asia Pacific language support

UTF-8 encoding support for VT
emulations

User 6 s fM&BTersnl| CE3270 | CE5250 | CEVT220
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Network Aware Features

Userscan configure to ACheck netw
net work on Resumeodo to ensure ne
establishing a connection if network coverage is lost or if the mobile
terminal is resuming from a suspended state. Users can be Il
prompted to return to coverage area if network connectivity is lost

while roaming out of coverage.

1

For web browser sessions, which are stateless and do not require
persistent session connectivity
Net wor k before Send dailability befonesvwery e
data send operation.

Configurable KeyBar & Context Menus

The configurable KeyBar allows users to customize a set of soft
buttons to control and invoke any host specific keys or application
operation. Users can select from a set of pre-defined KeyBar
templates. In addition they can also configure up to six custom f
templates of their own. Users can navigate between a selected set

of KeyBar templates.

A KeyBar can also be made to appear as a Context Menu, which
would appear when you tap and hold the stylus on the terminal
display screen.

Meta keys

Meta keys are special keys that you can configure to act much like
the state keys "Shift", "Alt" and "Ctrl" on a regular keyboard. They
are used together with other keys to activate special actions. Meta ¢
keys can be assigned to hardware keys for use in key remapping.
They are especially helpful on mobile terminals with limited number

of physical keys.

Auto-start Sessions

Users may launch multiple host sessions when our application gets
started. This can simply be enabled via session specific checkbox
configuration. 1

Minimizes user interaction
during connection / re
connection attempts

Maximizes user productivity

Can make any host key or
application operation available
from a KeyBar soft button

Customize KeyBar buttons to
associated with proprietary VT
escape sequences

More key remapping options on
devices with limited keys

Allows configuration of less key
presses to achieve an action

Eliminates intermediate manual
step

Minimizes retraining. Gives user
direct access to familiar host
application screen

User 6 s fM&BTersnl| CE3270 | CE5250 | CEVT220
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Automatic login

You can easily automate the login process to your host application.
Until now, we had suggested playing back a recorded macro which
could be configured to launch automatically when a user session q
connected to the host application. Since version 5.5 or later, we
recommend using scripting instead. An auto-login script can be
configured to launch when a session connects, and then if

necessary, prompt the user for a user id and password. Sample
auto-login scripts are discussed in the Scripting Guide.

HotSpots

A HotSpot is an invisible field on the terminal screen where a user
can tap with a stylus to execute a function. A Hotspot thus allows a
user to interact with the host application with minimal needs for the
special keypads. Instead the user can directly tap on the text in the
terminal display to invoke the desired operation.

The pre-defined HotSpots are static. Using a script, you can easily
implement dynamic HotSpots for your host application, such that
any text on the screen can be made into a HotSpot.

Dynamic Cursor View modes

Multiple cursor modes are available to support automatic scrolling,
so that the cursor / input field is visible. The terminal display window
will "track" and follow the cursor. In addition, you can lock a screen
display to a specific row and column. These view modes are f
configurable for each session.

=

Legacy Extensions

All our terminal emulations support proprietary protocols used by
legacy hardware terminal vendors so as to easily migrate
customers to new / upgrade
Extended Commandso, fAiSymbol
and ALXE bl oerkinahemdatian. They inclutle the
Symbol Palm Web Client, Symbol Pocket Browser and Intermec
iBrowse for Web Browser sessions.

ternm
| BM

Screen Panning

Automates manual steps to
enhance usability

Customized for your host
application

Leverages the "touch screen"
interface of Windows CE to
allow enhanced usabili  ty

Minimizes need for host specific
keys

Can be customized for your host
application

Automatic scrolling to current
cursor location enhances user
productivity and usability

Lock row / column position of
display; backwar d compatibility
with pre -existing applications

Seamless migration from legacy
DOS / proprietary terminals to
Windows CE / Pocket PC
terminals

User 6 s fM&BTersnl| CE3270 | CE5250 | CEVT220
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Screen Panning allows an additional row and column on the display 1
by providing an alternative to horizontal and vertical scroll bars. 1
Imagine the host application screen as a large sheet under the

display screen on the handheld device. Screen Panning allows
usersto"tap",Aihol do6 and "drag" the tel
direction to move hidden areas of the host display into view on the
handheld device without the use of scroll bars.

Configurable fonts

Users can easily include new fonts for displaying the terminal text.
Any fixed-width true type font file (.ttf) may be placed on the mobile
terminal and selected for terminal display. VT emulation also allows
proportional fonts. Font sizes can easily be increased or decreased
form the toolbar with a single stylus tap. Font weight can be
changed as well.

=

For Web Browser sessions, the font type, size and other attributes
are set in the web page being viewed.

Macro Record and Playback

CETerm has the capability to record input keystrokes for a l
connected host session and subsequently play the recorded
macros for easy, automated navigation through multiple host 1

screens. Only a single macro may be recorded and associated with
one host session. This macro may also be auto-launched upon a
session connection to get "auto-logon” capability.

F Macro playback can sometimes be mis-timed due to network

propagation delays and changing host application response times.
The recommended approach for automating your tasks is to use a
Script.

Automated License Registration

Simplifies the software license registration process by querying a l
configurable Web server for an XML based registration file. The

license file can also reside locally on the mobile terminal.

SmartPads

All host applications have specific keyboard requirements. The 1
Smartpad is a floating button pad, which provides support for

special emulation host keys. Depending upon the current

configured host emulation type, the appropriate Smartpad for that
emulation is displayed. The Smartpad supports all the popular

3270, 5250 and VT host keys.

Faster alternative to scrolling

Easier

ATouch scre

Enhanced readability on both
color and monochrome display

sCre ens

Single tap font size change

Automates login steps to host

application

Automate host application

navigation

Easier deployment as individual
CETerm licenses running on
mobile terminals do not have to
be registered manually

Access emulation specific host

keys
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Color Schemes

A color scheme is a collection of colors mapped to a set of terminal
text display attributes. Users can select from a pre-defined color
schemes or create a custom scheme based upon their preferences.
Non-color displays will default to a Black-on-White or White-on-
Black scheme.

1

Color schemes only apply to TE sessions. All color display
configuration for web browser sessions is defined by the web page
being viewed.

Cold boot persistence

Some Windows CE mobile terminals are diskless and only have
volatile memory. These devices lose all installed applications and
their registry configuration settings if the device cold boots or
completely looses battery charge. You can be setup CETerm to self
install and restore all device and application configuration settings.
Such setup varies by manufacturer and terminal.

1

With the new Scripting Engine, cold boot persistence scripts can be
written specific for each terminal to reduce this setup into a single
key press. Refer to the Support Wiki on our website for details.

Host Session password
Any host session may be password protected with the user being
prompted for a password when connecting that session.

=

Device / LU Name support

For IBM emulations (3270 and 5250), logical unit device name
resource configuration is supported. This is used during connection
negotiations.

Integrated Demo modes

Simulated host terminal screens are integrated within CETerm for
evaluation and sales demonstrations. No server component or
network connection is required to run demo modes.

Simply set the host name to fide

=

Text Input Tool

Enhanced readability in varied
lighting conditions

Minimizes support costs and
production down time

Secure host session connection

Allows to better management
and administration of SNA host
resources

Easy demonstrations without
need for live host connection
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For Windows CE mobile terminals without keypads, data entry is f
usually performed using a stylus with an integrated soft keypad.

This requires the user to spell-type text strings. This is a slow and q
tedious process. The Text Input Tool addresses this issue by

allowing users to send text strings to the display window at the

current cursor location, without spell typing. A user can preload

often used text strings in the Input Tool, highlight the string and
isendd the selected string to t

VT220 DEC Multinational & NRC support

VT emulations fully support the DEC multinational character sets
and National Replacement Character sets (NRC). This support is
provided for over a dozen western European languages.

VT Line Mode / Block Mode

This is a special optimization for VT host sessions. Data is buffered
locally within the mobile terminal prior to sending it to the host /
telnet server. Line mode optimizes usage of the network bandwidth
and host resources.

VT Answerback String
This is a configurable text string that certain host applications
require to identify the terminal.

Hot Keys
Predefined hot keys are available to interact with and invoke
emulator operations.

Optimizes usability and user
productivity

User configurable strings allow
for individual customization

Supports inter national
character sets for VT host
sessions

Optimized network bandwidth
usage for VT emulation sessions

Legacy application compatibility

User productivity
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Benefits of Naurtech Terminal Emulators & Industrial
Web Browser

Terminal Emulation remains the well-proven, cost-effective solution for host access and
automatic data collection solutions that result in the fastest ROI. With the rapid adoption of web-
based mobile applications, the Naurtech CETerm Industrial Web Browser has become the new
standard to access business processes and data. Our terminal emulator and industrial web
browser running on a mobile terminal allows users to automate their business processes and to
implement productivity solutions.

Here are some benefits of using Naurtech CETerm:

1 It provides a seamless migration path for accessing legacy green screen and newer web
based applications. This is especially helpful as legacy and web sessions can be run
simultaneously in two independent sessions.

1 The CETerm web browser allows you to write custom applications in HTML, giving you
full control over the mobile terminal and its attached peripherals. It provides extended
capabilities to build web based data collection applications, that cannot be implemented
using the built in Pocket IE browser which comes with the Windows CE or Windows
Mobile operating system.

9  The built-in Scripting engine allows you to customize and automate your workflows for
both terminal emulation and web-based applications. It gives users access and control to
the state of CETerm, the state of a TE or web browser session, the mobile terminal, and
the Windows CE Operating System to allow customization of routine steps or build
complex applications.

1 The CETerm Web Browser is optimized to seamlessly work with several with several
applications like SAP ITSMobile and Oracle WMS, which require access to their
transactions from a barcode RF handheld terminal.

i CETerm does not require any changes to be made to the existing backend / host
applications.

1 Combined with integrated support for barcode scanners and RFID readers, CETerm TE
and Browser provide an efficient solution for data collection and data access.

91 Deuvice tailored versions CETerm are available for complete product families of terminals
from every major hardware device manufacturer. Naurtech is the only vendor with such a
breadth of offering in choosing a hardware platform.

1 It supports most legacy proprietary extensions that have been used within the industry.
This includes AExtended Commandso from I nter mec,
Telxon and Symbol, Block mode from LXE, HTML META tags from Symbol (Pocket
Browser) and Intermec (iBrowse). Customers and partners can upgrade hardware
terminals to newer models running CETerm without having to change the backend
application.

1 Itis simple to configure, painless to provision, straightforward to deploy, easy to manage.
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1 Being tailored to the mobile terminal and OS platform, you can implement a higher
productivity, higher usability solution. This is because the native client is able to conform
to the ergonomics and form factor of the device while interfacing with the attached
peripherals.

System Requirements

Following are the system requirements to run Naurtech smart clients.

Windows CE Version Windows CE 6.0, 5.0 or Windows Mobile 6.5, 6.1, 5.0, Windows
Embedded Handheld

Windows XP XP Embedded

Operating RAM on mobile | 8 MB (Recommended 32MB or higher)

terminal

Connectivity TCP/IP enabled LAN, WLAN (802.11B) or WWAN (GPRS),
Bluetooth

Desktop connectivity Windows Mobile Device Center or ActiveSync (3.7 or higher;
we recommend ActiveSync 4.5)

Flash / Storage Card Recommended 4MB

Version 5.7 does not support terminals with older Windows CE and Pocket PC OS platforms. Any
terminal running Windows CE 4.2, Windows Mobile 2003 or below is only supported with an

earlier versions of our product. Please contact us at support@naurtech.com if you need older
versions.
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Installation

All Naurtech Web Browser and Terminal Emulation products are packaged as a zip file and
distributed electronically. Once you download the product from our website, follow these
instructions to install the product to your mobile terminal.

After unzipping the downloaded file on the desktop, you should have the following files in your
local directory

CExxxx.cab

CExxxx.ini

License.txt

yyyy_readme.txt

Setup.exe

ReleaseNotes.htm

where xxxx is the product and platform descriptor for the target CE device. Multiple CAB
files may be present for different CPU targets. [e.g CETerm_WM65_ARMV4l.CAB]

where yyyy is a manufacturer and device descriptor for a "device tailored" version of the
product. It has specific notes pertaining to the device tailored version.

1 Make sure your mobile terminal is connected to your desktop via a USB, serial or wireless
802.11x connection.

1 On your Windows desktop, make sure you have the Microsoft Windows Mobile Device
Center installed. Older Windows operating systems can have ActiveSync version 4.5.
(although you may also use earlier versions up to ActiveSync 3.7). You can get a free
downloads from the Microsoft website.

1 Make sure your mobile terminal is connected to the desktop via ActiveSync.
1 Run Setup.exe on your desktop.

1 You will need to read and accept the EULA to proceed. Click the "Install>>" button if you
accept the license terms. This will launch the application manager to install the Naurtech
product on your mobile terminal.

1 Once installed, you will see the application in your [Start] [Programs] menu. For
Windows CE OS platform devices, you will also see a shortcut on the desktop.

NOTE: You can select the install location on your mobile terminal from the Setup application.
If you want to preserve the application during a device cold boot, you may want to install it on
a Compact Flash or Secure Digital Disk, if available on the device.

NOTE: You can also copy the CAB file directly to the terminal and run it directly from there to
install the product.

NOTE: CETerm is not a signed application. Certain Windows Mobile devices integrated with
phone support may prevent installation. If you receive an error message, contact us at
support@naurtech.com and / or the terminal manufacturer.
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Quick Start

This section is for advanced users who are familiar with Windows CE devices and generally
understand host terminal emulation and web browser terminology. Follow these steps to connect
to your host application with minimal configuration setup. For details on various configuration
parameters, it is recommended that you read through corresponding sections later in the manual.

1 Install CETerm, CE3270, CE5250 or CEVT220 on to the mobile terminal. Follow instruction in
the "Installation" section of the manual.

1 Make sure the network settings are configured and the device is on the network. If you are
connecting over wireless LAN (802.11x), make sure your device is communicating with the
Access Point. It you are connecting over a wireless wide area (phone) network, make sure
you can access the web.

1 From the [Start] menu, run Naurtech CETerm, CEVT220, CE5250 or CE3270. On
Windows CE platform devices, tap the desktop icon.

1 Select [Session][Configure] from the application menu and select the "Host Type" that
you wish to connect to; i.e. 3270 mainframe, AS/400 5250 server, VT host or HTML for Web
browser application.

91 Enter the "Host Address" for the host system that you wish to connect to. This may either be
a DNS name alias or an IP address of the host system or a URL (Universal Resource Locator
such as http://www.myhostname.com ) for your web based application.

1 Update the telnet port number, if your host application is configured to listen on a specific
port. If not, just use the default telnet port 23. A telnet port configuration is not required for
Web Browser sessions.

1 Select [OK]

1 Select [Session][Connect] from the application menu or tap the "Connect" button ﬁ on
the Toolbar. Upon a successful connection, you should see the host application screen
displayed.

NOTE: Thereare built-i n fid e mo 6 mo dvhich maywa uséd aolielstehe look and feel

of CETerm, even if you may not have a live network connection to connect to your host.

Si mply set the fAHost Addresso to demo.naurtech. com
connect on that session. You can progress through pre-captured screens by pressing Enter or

one of the function keys.

NOTE: The unregistered download trial of CETerm is fully featured, however it limits your
session connection to timed intervals. Once you purchase and register the license, the timeout
restrictions go away.
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Quick AHow Too Tips

Automatically submit a barcode (Postamble ENTER)

All device tailored versions of our Emulators and Web Browser directly interface with the barcode
scanner engines. If you would like to configure your barcode scanning such that a key operation

such as [Enter] or[Tab] or [Field Exit] etc is automatically appended after a barcode
scan, you can set the post-amble in the scanner configuration. For [Enter] pl ac¥ 0a (fvi t hout
quotes), for[Tab] pl ac¥ 6a ® or web browser sessions, to submit

scan, \eDAeDOM_SUBMI T eamble Refeht®@barpodesstanner configuration for a
list of pre and post ambles.

Change the font to fit rows and columns on the screen

You can dynamically increase or decrease the font size of the displayed text in either terminal
emulation or web browser sessions. This allows you to configure the number of rows and
columns such that they fit on the display screen. Select [Display] -> [FontUp] or [Font
Down] from the application menu. You can also use the corresponding buttons on the toolbar.
You must be connected to a host session for the settings to take effect.

Configure a session to automatically connect on startup

You can configure any session to automatically connect to the configured host when CETerm

starts. To do so, configure your session for a connec
option from [Session] - > [Configure] ->[Conne ction] - > [Advanced] . Each

session can maintain its separate setting.

You can also setup automatic launch of the application upon device boot, by placing a shortcut to
the application in the \ Windows\ Startup folder

Setup Automatic login

For automatic login capability, we recommend using a Script rather than a Macro. Scripts offer a

more robust solution and are not susceptible to timing related variations (such as network
propagation delays or host application response time). Automatic login script sample is provided
in the support Wiki and the Scripting Guide.

For versions which predate the scripting functionality, you can use Macros. Refer to the Macros
section for more details.

Remap hardware keys

You can re-map any physical keyboard key on the mobile terminal to any host key, text string,
application operation or a script. You can also map the key to a NULL operation, which will
prevent use of that key. All key remapping is done through CETerm application configuration
settings. No additional components are necessary. This remapping may be configured specific to
either a session or an emulation type (such as VT, 5250, 3270, HTML etc).
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It is sometimes difficult to find out the VK code generated when a physical key is pressed. This is
important to know as it is the key code that needs to be remapped to another key. You can use
the [ Key Trap ] button on the configuration dialog that monitor and capture the VK key code
associated with a specific key (or key combination).

All key remapping configuration settings are performed from the dialog [Session] ->
[Configure] - > [Options] - > [Configure KeyBars and Keys] - > [Select
Keymap] / [Edit Keymap] . Refer to the key remapping section for detailed steps.

Configure Full Screen mode
You can configure CETerm such that the display area occupies the complete screen of the

mobile termina. The AStarto bar, Application menu, tool bar a
configure full screen mode go to [Session] - > [Configure] - > [Display] ->

[Advanced] - > [Hide/Show] tab. Enable the checkbox AHi de Menu B
AHIi de Tool ba[Bassion]N o~ [Gprfigutelo - > [Options] - > [Advanced]

- > [Access Control] and enable checkboxes fAHide Start Baro.

You can get back to your configuration dialogs form the full screen mode via a special Context

Menu. If you double tap (on Windows Mobile) or tap and hold (on Windows CE) the stylus on the

top left vertical edge of the display screen, you will see a context menu appear. Choose the

AConfiguredo option to enter the configuration. Unhi de

Lock down the device

You can prevent the users from being able to access any application menu or configuration
options. To do so, configure CETerm to run in full screen mode. Next enable the checkbox option
ADi sabl e Ap[Pessor]i t-& [Configuns - > [Options] - > [Advanced] ->
[Access Control] configuration settings. Also set an access control password here. The user
will be prompted for this password if an attempt is made to enter the configuration dialogs. Refer
to the Access Control section in this manual for more detailed instructions.

Display Indicators

You can display several informational indicators to display the current status of RF signal
strength, battery charge, Keyboard state, date and time etc either as floating icons or as part of

KeyBar buttons. To display the Indicators, go to [Session] - > [Configure] ->

[Options] - > [Advanced] - > [Info Items] . Select the Indicator from the dropdown list.

For the selected Indicator, make sure you enable the
checkbox under fAScreen Displayo. You can also select

Custom KeyBar. Refer to the Indicators section in this manual for more details.

Configure to display International language character sets

We fully support all European language codepages for all terminal emulations. We support multi-
byte character set languages, such as Chinese, Japanese, Korean, Hebrew etc for VT emulations
only.
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For IBM emulations, you can select your language specific codepage table from our support
website. Once installed, the codepage will appear as a selectable option under [Session] ->
[Configure] ->[Connec tion] - >[Advanced] - > [IBM Options] settings.

For VT emulations, you must have the language specific codepage table installed on the mobile
terminal. You can then select the encoding mode and the corresponding codepage from the
options under [Session] - > [Configure] - > [Connection] - > [Advanced] ->[VT
Extensions]  settings.

Enable SSL / SSH security

You can encrypt all data exchanged with your host applications by configuring your session

connection to use SSL (Secure Sockets Layer) or SSH (Secure Shell Protocol). You can enable
either of these from the [Session] - > [Configure] - > [Connection] - > [Security]
configuration dialog. Additional settings for SSH must be configured. You should review the
details under the SSH configuration section.

Exiting out from the registration dialog

When running the software in evaluation mode, you may enter the registration dialog by pressing
the ARegisterodo button when you are notified
point you are expected if enter a User ID and a registration key. The device unique License ID is
shown in the registration dialog. If you do not yet have your registration key and need to exit
back to the splash screen, press the cancel 'X' button or press the Esc key.

If you have three unsuccessful attempts to register your software license, you will be returned to
the splash screen.

Automatic Licensing Registration

Rather than having to type the user id and key to register your software license, you can use the
automated license registration. Your registration key(s) are also provided in an XML file format.
You can either place this file on a Web server or locally on your mobile terminal. During the first
connection attempt, CETerm will automatically try to resolve and complete the registration. You
can then configure a reference to this file to automatically register the license. To configure
automated licensing, go to [Session] - > [Configure] - > [Options] - > [Advanced]

t hat

->[Manage] . UnBervér URLO enter the complete URL to

Please refer to the Automated Licensing section later in this manual.
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Evaluation Mode

You can download our Web Browser and Terminal Emulation application from our website at any

time. These are fully featured but run in a Atrialo
mode, every connected session has a timeout limit following which it will disconnect. You are

allowed to connect to at most two sessions simultaneously. You will also receive a warning for the

evaluation connection attempts and connected time. The evaluation period expires once the

number of host connection attempts is exhausted.

Evaluation Timeout

Session 52 will be
autornatically disconnected
in 2 minutes.

These limitations and warnings are strictly part of the evaluation mode. They are not seen in a
registered version of the application. To register the application, you must purchase a legal
registration key and register your copy of the software installation. Contact our sales department
at sales@naurtech.com for more information.
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Software Registration

You can purchase registration keys for our Web Browser and Emulator product by contacting
your Systems Integrator / Reseller or Distributor. If you do not know of a reseller who carries our
product, feel free to contact us and we will be glad to refer one to you in your geography.

Phone: +001. 425.837.0800
E-Mail: sales@naurtech.com
Web: http://www.naurtech.com

Once you have received your user id and associated registration key, follow these instructions to
register the product.

1 Launch the product application on your Windows CE / Windows Mobile device

1 From the application menu, select [Session][Connect] . Alternatively, you may tap the

"Connect" button ﬁ on the application ToolBar

9 If your copy of the product is not yet registered, you will receive the following dialog

/4| cETerm - 51 @+ o< 5:47 ok

Evaluation copy detected. As part of the
evaluation, you are allowed a fived number of
host connection attempts. Please contact
Naurtech Corporation to buy a legal license,
prior to the evaluation expiring.

Connection atternpts left in this

evaluation:
email: contact@naurtech.com Evaluation
web: www.naurtech.com Evaluation copy detected, As part of the
- evaluation, vou are allowed a Fixed number
I Register I I oK | of host connection attempts, Please contact

Maurtech Corporation to buy a legal license,
prior ko the evaluation expiring.

Connection attermpts left in this
evaluation: £

email: conkacki@naurtech, com
web: wiw, naurkech, com

File Session Display ¢ K\

Windows Mobile Windows CE

1 Tap the "Register" button. This will display your device license ID and prompt you for your
User ID and Key to register your software license.

91 Verify the license ID of the terminal with the one provided along with your license registration
key. These should match exactly.

1 Enter the Registration Key using the soft keypad on the mobile terminal. Note that your
registration key is provided as 4 hyphenated values such as aaaa- bbbb - cccc - dddd. Make sure
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you enter these in the correct order as indicated in the picture below. You can also use

automated | i

T TapOK

Z Z|cETerm @) &* 42321 D

Register software license For CETerm

License ID: |UUUUB4086 |

User ID: || |

e | |- | |

censi

21[2[3[4]5]6]7[8]9]0]- [=[*
Tab[a[wle[r [ty uli[o[p[[]]
caPla s [d[f[gln[j[k[1];]"]
shirt[z[%[c ¥ [b[n[m[,[. [/«
culai] " V] [+[t]<]>
File Session Display *, K\ I

Windows Mobile

NOTE: Your registration key is unique to your device License ID. It is case sensitive and must be entered

in the correct order.

ng using

[oK|[x]

Registration

Reqisker software licenée for CETer

License 10 |AKT55;(AVJGPZGV

User ID: l \/_

Ke | N

- -
Windows CE

ave tb tiype goarsiser.idkonkey. f i | e

This is a device unique License ID on
which your license registration key is
based on. It can be your device serial

number, MAC address or another unique

ID. You would have provided this

License ID to Naurtech when purchasing

the license.

Enter your User ID, (usually the
company name) here

Enter the registration key, which
you purchase from Naurtech here.
This is a unique key based upon
your device license ID.

NOTE: The registration key does not include any references to the number zero [0], capital alphabet O,
the number one [1] and lowercase letter L [I].

NOTE: If you do not yet have a registration key and would like to exit back to the splash screen, press the

cancel button 'X' or the Esc key. On Windows Mobile platform devices, you must enter at least two
characters in the User ID field. Tap OK. Repeat this step three times to return to the splash screen.

If your User ID and Key are correct, your product will be registered. If the keys do not match, you
will be prompted with a failure message accordingly. Please make sure both the User ID and Key
are entered correctly. Both of these are case sensitive. If the problem persists, please send e-

mail to support@naurtech.com.

Please keep the product registration key handy. You may be asked to provide this for technical

support issues.

Once the product is registered, your User ID will appear on the Splash bitmap and in the File ->

About dialog box.

R RAT IR
This software program is the peoperty af MNaurtech

Corparation. All right reserved. IF the user of this program ts
reak the person ar entlty named below, as licensee, then this
copy may be an illegal copy of the software: program awnecd
exdushely by Naurtech Corporation. Mease contact Naurtech
[conkact@naurtech.cam} i you hawe any questions shout
your rights t0 use this program. |llegal wee of this programiis

subject 3 applic rmational copyright lw.
T

his copy licensed to:
MNaurtech

Once the registration is successful, your user
id will be displayed under the Splash screen
and in the File -> About dialog box.
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Product Version

You can

check the instal

ed ver si

product version number and licensing registration information.

on from

1 Launch the product application on your Windows CE / Windows Mobile device

1 From the application menu, select [File][About]

CETerm - 52 o Y € @ 95

-)) CETerm - Windows CE Host Access
Version: 5.5.7
Build: 201010280505.07
Release Bluebird WM6.5 PIE
[ -- Evaluation -- |

(Copyright 1998-2010, Maurtech
Corporation. &ll Rights Reserved.

contact@naurtech.com
www,naurtech.com

& ©

Windows Mobile

the AAbout o

. You will see the About dialog as shown
below. The product version, build ID, label and license registration information is shown.

)
' CETerm - WindowsCE H

Yersion: 5.5.0

Build: 2003022&595[

Release HHP D7600

ost Aetess

-- Evaluation --

{Chopyright 1998-2008, Na
Corporation. &ll Rights Res

|

urtech
erved,

contact@naurtech,com

www . naurtech.com

Windows CE

Product Name

Product Version

Build ID

Build Label. For device
tailored versions
indicates device model

User ID of registered
software license. If copy is
not registered, this will say
f® Evaluationd fi

User 6 s fot&ETeranl| CE3270 | CE5250 | CEVT220

Page 29



NAURTECH WEB BROWSER AND TERMINAL EMULATION FOR WINDOWS CE AND WINDOWS MOBILE

Application Menu

One of the benefits of using Windows CE / Windows Mobile platform devices is that they follow

the popular desktop fiwWindowso usability mewaphor. Nat
the user interface guidelines as recommended by Microsoft. Windows CE uses command bars,

which combine menus and toolbars together. The following image shows the application toolbar.

| fut Esg Th Bto | Fy Fp F3 Fy |3

/— Keybar
i A - e A | Toolbar
File Session Display T, gf M

Soft Input Panel (SIP) / Soft Keyboard

S A A e E

| File Session Display *, Ki E|‘ Toggles the configurable
. T_oggles the KeyBar on and off
application toolbar File Session Display *, K& E|A
on and off
Windows Mobile
AGri ppero. You can
with your stylus to show the complete
toolbar or Keybar
| | File Session Display ||[|]|5_E’,SIMI[[|
Toolbar |

Keybar gripper

| File EESH]HS_,BSIWI' |§X|P§| Eﬂ/_

Toolbar gripper

N T R

Windows CE
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The operations associated with application sub-menu options are shown below

About the application, version,
build, registration etc.
Online application help

Application exit. Can be
configured to be disabled.

File| Sessic

Connect to / Disconnect from host

Open session configuration dialogs

>> << indicates
current active session. Configura...

Password protect a session. User

V indicates session is

L— : R
connected < #51: myASI00Host « will be _prompted fqr password prior
to making connection
5 1.55
53 demo
54: demo Five simultaneous host sessions
55: demo

Session| Display T4 K

Increase / decrease terminal
text font size

Open the text string Data Input tool Font Down

Open the emulation specific

Smart Pad... host key SmartPad

Open the macro script | Input Tool...

playback / recorder I~ Macro...

ty K

Display

NOTE: You can run up to five host sessions simultaneously. These may be connected in any
combination to legacy host or Web server applications
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Single tap or drag to

Application Toolbar

An integrated application toolbar is provided for touch screen navigation. For Windows CE
platform devices, this toolbar is available next to the Application menu. For Windows Mobile

'
platform devices, you can bring up the toolbar by invoking the toolbar button = * next to the

application menu. Below is a description of the buttons on the toolbar. You can also tap and hold
thetoolbarbutt on t o get a fAtool bar tipo indicating

Toggle SmartPad for Toggle Text Input tool
host specific keys

change toolbar Toggle Macro toolbar

visibility. Only
available on Windows
CE devices
5 e e B ]
Decrease font size
Next active
session
Increase font size
Session Configure
dialog
Session Connect /
Disconnect
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Configuration

This section describes various configuration parameters for session connections. All these
parameters are set using the configuration dialogs accessed from the [Session]

[Configure] application menu. Except for "Connection" parameters, you can change or update
any parameters at any time, whether the host / browser session is connected or disconnected.

Every configuration setting value is automatically saved to the last configured setting. All
configuration attributes are associated with the currently active session. Every session can have
a different set of configuration attributes.

NOTE: The positioning of some of the user interface widgets on the dialogs shown might
appear slightly different on your mobile terminal. This is because Windows CE devices come
in various screen form factors and the placement of the user interface widgets is performed
dynamically, based upon the device screen dimensions and characteristics.

Connection

The table below shows the hierarchy of configuration settings for the Connection configuration
attributes. Each highlighted title represents a configuration dialog tab or button

~Connection
Host Type
Host Address
Terminal Device
HostPort
~ Advanced
— > General IBM Options VT Options
Auto Connect IBM Codepage Answerback Message
Auto Reconnect Device / LU# Keyboard
Macro on Connect Error Row SendMode
Confirm Disconnect Shift all Error Row content Compatibility

Confirm Exit (Connected)
Exit on Disconnect

Check Network on Connect
Check Network on Resume
Check Network before Send
Enable Socket Keeglives

Term Type
Initial Sleep
Network
Network Check: Timeout
Network Check: Host
Network Check: Action
Security
SSL: EnableSL

SSL: Perform Certificate Checl

SSH: Enable SSH
SSHAdvanced —»

Suppress Auto Field Advance
Suppress Backspace At End
3270 EAB

Allow TN3270E

Keep Cursor in Input Fields
Hide Column Separators

VT Modes

Background
Columns
C1 Controls
Backspace
Enter Key
Autowrap
Local Echo

User Pref Sup.

VT Extensions
Multi-byte: Mode
Multi-byte: Code Page
Two Column DB Charactel
Extensions: Symbol TNVT
ExtensionsSymbol CE VT
Extensions: Telxon
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SSH Advanced: S&¢neral

Enable SSH

Prefer SSH Protocol

Prefer SS¥2 Probcol

Auto OK New Host Keys
Auto OK Changed Host Keys
Try Keyboard Auth

Try TIS Auth SSH

Auth Username Changeable
Skip User Authentication
Cache Decrypted User Keys
ReKey every 60 Minutes
ReKey every 1G of traffic
Enable Compression
Enable Verbose Messages
Allow IPV4

Allow IPV6

Use TCP Nbelay

Send TCP Kegjlives

No Pseudelerminal on Host
No Host Shell

Run SukSystem on Host

Try Proxy for Local Host
DNS Lookup at Proxy End
Local Fwd; Allow All Hosts
Remote Fwd; Allow All Hosts
Overwrite Existing Log File
Omit Passwords from Log
Omit Session Data from Log
Bugg SSHL Ignore

Bugq SSHL Password Hiding
Bugq SSHL RSA Auth

Bugg SSH2 HMAC Key
Bugq SSH2 Encryption Key
Bugg SSH2 RSA Signature
Bugg SSH ID in PK Auth
Bugqg SSH2 ReKey

Username
SSH Keep Alive
Log Mode

SSH Advanced: Encryption

Encryption Priority

Diffie-Hellman Key Exchange Priority

SSH Advanced: User Keys

User Key

Clear

Select

Import

Delete

Copy OpenSSH Public Text
SSH Advanced: Server

Environment

Command

TTY Modes

Forwarding

Delete Server Keys
SSH Advanced: Proxy

Type

Host

Port

User

Password

Exclude Hosts

Command

Before you can connect to your host or web server application, at a minimum, you must know the
type of host you are connecting to and the IP address or URL of the host system. You must also
configure the port number on which the host application is expecting connection.

1 From the application menu, Select [Session][Configure]

button —’{ | on the toolbar.

1 A "Configure" dialog box will come up.

or tap the "Configure"
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1 Choose the "Connection” tab. This is the first (and default) tab.
The following dialogs show the Connection tab of the host session configuration dialog.

Session number being
configured

Host Type

Onn @50

Owizo O HmML 51 - Gonfigure
Hest Address: Connection | Display | Printer | opt| <]
|demu.naurnsch.corn | Host Type
Terminal Device; Host Port: D szl O a2s
o522 7 [ B (w220 (@) HTML

Host Address:

Ihttp:,l',l'www.mndmpany.cnmImy.ﬂ.pp

Connection | Displa',-'| Printer| 0ptiuns| 51 1)
File Session Display Tu K\

Windows Mobile Windows CE

NOTE: The default settings will change depending upon the current selection of "Host
Type"; type of emulation of web browser session .

Host Type: This is the type of session required to connect to your host / web server
application. Your choices are 3270, 5250, VT220 or HTML. The first three represent
terminal emulation sessions. The last option (HTML) represents a Web Browser session.
You may select any one emulation type for the session. If you have a single emulation
product (CE3270, CE5250 or CEVT220), only that emulation type will be selectable.
HTML host session types are available with all products. Other connection configuration
options may change dynamically depending upon the Host Type selected.

Host Address: This is the address of a host system or an intermediate gateway

managing connections to the host system. Enter the host name or numeric IP address,

using up to 64 characters. Default is demo.naurtech.com , which connects to a

simulated demo host. For HTML browser sessions, the host address should be the URL
(Universal resource Locator) of the host application site such as

Ahtt pmyl/ntranet App. my Comp any . FooHnKMLssesaions,if phpo.
you are trying to view a page local to your mobile terminal, the URL format should be
Afile:///absol utepat hwhereyfiPaabgseo.| hutt negs the dbsolute

path to the web page from the root folder.

Terminal Device: This is the terminal type string that determines a specific terminal to
emulate. This setting is applicable only for Terminal Emulation sessions. It does not apply
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to Web Browser sessions. For 3270 emulations only model 2 screen geometry is
supported. CEVT220 supports VT52, VT100 and VT220 terminal types. Each host
emulation type has its own default terminal type.

Telnet Port: This is the TCP socket port number to be used to connect to the host
system. The default is 23. You may change this to the telnet port on which your host
application is listing. This setting does not apply to web browser (HTML) sessions.

Advanced
This button opens an advanced connection configuration dialogs.

General

This tab maintains general configuration settings relating to session connection and
reconnection.

f.l."l 51 - Configure P+ 2 7:28 ok

[]confirm Exit {Connected)
[] Esit on Disconnect
[Jcheck Hetwork on Connect

4 ][ »

L —
Inital Sleep: [0 [ General | Metwork | Security | 18M] <] »
Auta Conneck =
Auto Reconneck
Macro on Conneck -
Term Type: I

Initial Sleep: ID %

General | Metwork | Secimity | 1BM Cption| 4| #
File Session Display T, Kl

Windows Mobile Windows CE

Auto Connect: Checking this box will automatically connect this session when
CETerm starts. If you want to automatically connect to your host configured for
this session when the application starts, enable this checkbox. You can have
more than one session configured for auto connections.

Auto Reconnect: Checking this box will cause the emulator to attempt to
reconnect to the host if the connection is lost or closed by the host. This setting
has no affect on Web Browser sessions as Browser sessions are stateless and
establish a new connection for every data exchange.

Macro on Connect: Check this option if you want to automatically start playback
of a pre-recorded macro associated with this session connects. You can use this
capability to automate any steps that require to be performed upon session
connection; although a CETerm script is recommended instead.
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Confirm Disconnect: Check this option if you want to be prompted prior to
disconnecting a connected session. The prompt will force a user action before
proceeding ahead with disconnection of the host session.

Confirm Disconnect

Are woll sure you want to
disconnect?

Yes No

Confirm Exit (Connected): Check this option if you want to be prompted prior to
exiting our application if one or more sessions are connected.

Y'ou have one or more
connected sessions. Do
youl really want to exit?

|"|'es || No |

Exit on Disconnect: Check this option to exit the application when one or more
of the connected sessions disconnects. The disconnection may be triggered by
either the user or by the host.

Check Network on Connect: When enabled, the network availability will be
automatically checked when an attempt is made to connect / reconnect to the
host. The user will be prompted if the mobile terminal is out of RF range or if the
network cannot be detected.

Check Network on Resume: On certain mobile terminals, depending on your

configuration settings, the OS withdraws power from the WLAN card when the

device is suspended. This may be done to prolong battery life. When enabled,

this setting ensures presence of a network signal when the device is resuming

itself from a ASuspendodo state. The user wild/
attempts the detect availability of a network. The user will be prompted if the

device is not associated, is out of RF range or if the network cannot be detected.

Check Network before Send: This setting in only applicable to Web Browser
sessions. It does not affect any of the terminal emulation sessions. When
enabled, the network availability will be checked every time before sending any
data to the host server. The user will be prompted if the mobile terminal is out of
RF range or if the network cannot be detected. Enable this setting if your network
coverage is sporadic.
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Term Type: Leave this blank unless required. If not empty, this value is reported
as the terminal type in the Telnet negotiations. Use this only if your host has a
special Telnet server that uses the value to identify devices or special situations.

Initial Sleep: Thi s setting should no | onger be wused.
Net work on Connecto. This is the time, in sec:!
when the application is launched. This setting is useful when CETerm is

configured to automatically start following a device cold boot and connection to a

host application. The Al nitial Sl eepo all ows
initialize prior to the CETerm attempting to establish a connection. The default

value is 0, which means no delay.

NOTE: This setting has been obsolete by the Al
setting.

Network

This tab maintains configuration settings to enable detection, presence and availability of
the network.

Timeout: This is the length of time for which CETerm will try to find the host by
sending multiple ping requests. You can specify a navigation error page in the
Action setting to manage RF connection loss. You can also use the Scripting
event "OnNavigateError", to recover when RF is lost during navigation or if web
server is not responsive. See the Scripting Guide for details.

Host: This is the URL or IP address of the host server that you would like to
check to determine presence of network and availability of the host server. This
can be different from the URL or IP address of the host for which your session is
configured.
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Network ter ] >

MNetwork Check,
Timeouk: IE %

Hosk: |

Action; |

General | Mebwork | Security | IBM Option| 4] #
File Session Display . K\

Windows Maobile Windows CE

NOTE: If this Network - > Host setting is blank, the network check extracts the
hostname from the pending connection URL and sends an ICMP Ping to
determine if the path to the host is available. This effectively checks if the RF is
available, your mobile terminal is associated, any security protocols are
established, and the host is alive. The network check is only performed if the
pending URL is a HTTP or HTTPS type. Note that this does not check if your
host web server has crashed.

If this Network - > Host setting is specified, then that host is the target of the
ping. This can be useful if you have a network component or alternate host that
can be used to query.

Possible problems, if you always navigate to the error page could be:
- Your host or host firewall is configured so that it won't respond to a ping.

- You have a character in the "host" configuration of CETerm. Even a space will
be parsed to try to determine the host. Make sure it is empty.

Action: This is the action URL to which the Browser session is redirected if the

network is determined to be unavailable. This URL will typically be a device local
errorpagesuchasif i | e: / / /| <myDevi celocaRdgmd.hibt/mdyy Er r or
URL. If you specify an action, the Cancel button is disabled on the Network

Check dialog.
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Security

F This tab maintains all advanced connection configuration settings for data encryption and

security. Both Secure Shell (SSH) protocol and Secure Sockets Layer (SSL) encryption
are provided for all terminal emulations and web Browser sessions. Use https:
connections to provide SSL for HTML sessions.

Telnet over SSL (Secure Sockets Layer)

SSL or Secure Sockets Layer provides secure encryption of data between a handheld

terminal and the host. It is the underlying security protocol used by web browsers. With
SSL, they host system can also ask for a password to authenticate. This is sent over a
secure encrypted connection.

7 |s1-configure P 4 7:30 fok
Secure Socket Layer {(SSL)

] [Enabe 55L

[[] Perform Certificate Checks

e
Advanced Connection
[] Enable ssH @ E]
Securit 3
General | Metwiork ¥ | IBM .

Secure Socket Laver (550)

L
|:| Perfarm Certificate Checks

Secure shell {33H)
[ ] Enable 55H

General | Network | Security | 18M Option[ 4]
File Session Display T K\

Windows Mobile Windows CE

Enable SSL: Check this option to enable SSL data encryption. Once enabled, all
data sent to the host application is encrypted. All data received is decrypted

Perform Certificate Checks: Check this option if you want the client to perform
checks for valid certificate on the SSL server.

SSH Secure Shell

F SSH, or Secure Shell, is a popular, powerful, software-based approach to network

security. Before data is sent by CETerm over a network, it is automatically encrypted
(scrambled) by SSH. The data is automatically decrypted (unscrambled) when it reaches
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the host. The result is transparent encryption: users can work normally, unaware that
their communications are safely encrypted on the network. In addition, SSH uses
modern, secure encryption algorithms and can be found within mission-critical
applications at major corporations.

Enable SSH: This option enables the SSH protocol for this CETerm session. The
default is Off.

Advanced: This button allows configuration of more advanced settings specific
to the SSH protocol. By default, these settings will enable connections to most
SSH servers. It is recommended that you use the default settings, unless you
understand implications of the various settings.

General

This tab is used to configure general settings of the SSH protocol. The list contains check

boxes that may be individually selected for the desired option. Please note that some

items, whenever applicable, have three selectable states: On, Off and Auto-Sense (Check

with AAO0). Tapping these options will cycle throug

If checked (On), the option is selected. If unchecked (Off), the option is not selected. If
Auto-Sense (Auto OK), CETerm will determine and use the most appropriate option
setting.

Enable SSH: This option enables SSH for the current session. The option is
identical to the value on the previous Security tab and is repeated here for
convenience.
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